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UBND TINH DONG NAI CONG HOA XA HOI CHU NGHIA VIET NAM
SO Y TE Poc lap - Tw do - Hanh phiic
Sé: 59 €5 /SYT-VP Déng Nai, ngay 0 Fthéng 11 nim 2019

V/v trién khai Céng van sd
706/CNTT-DLYT ngay 05/11/2019
cua Cuc Cdng nghé thong tin

Kinh giri: Giam dbc, Thit trudng cac don vi true thude.

Thyc hién Cong vén s‘é 706/CNTT-DLYT ngay 05/11/2019 cia Cuc Cong
nghé théng tin By Y té vé viéc nguy co bi ldy nhiem m& ddc qua 16 hong trén
trinh duyét Chrome chua cap nhét (dink kém Cong van).

Giam dbc S¢ Y té dé nghi Giam dde, Tha trudng cac don vi truc thudce chi
dao céc td chire, c4 nhan cta don vi minh phu trach vé cong nghé thdng tin td
chue trién khai thuc hién Cong vin sd 706/CNTT-DLYT ngay 05/11/2019 cta
Cuc Cong nghé thong tin B Y té.

Pé nghi Gi4 d’oc Thi trudng cac don vi truc thude trién khai thuc hién
theo su chi dao./

Noi nhin:
- Nhu trén;
- Luu: VT, VP.
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_ BOYTE CONG HOA XA HQI CHU NGHIA VIET NAM
CyYC CONG NGHE THONG TIN Dgc lip — Ty do — Hanh phiic

S4: Y06 /CNTT-DLYT Ha Ngi, ngay O% thdng 11 ndm 2019
V/v nguy co bi 1y nhiém m3 doc
qua I3 héng trén trinh duyét Chrome
chira cdp nhit

Kinh gitri:
- Cac Vu/Cuc, Tong Cuc, Van phong B, Thanh tra Bo;
- Cac don vi truc thudc Bd Y té;
- S& 'Y té céc tinh, thanh phd truc thude Trung vong.
(Sau day goi tat la cde don vi)

Can ¢ Cong van sé 1038/CATTT-NCSC ngay 04/11/2019 ciia Cuc An
toan Thong tin - B4 Théng tin va Truyén thdng vé viéc canh béo 16 héng trén
trinh duyét Chrome. Qua cong tac theo d6i thong tin trén khong gian mang, va
hoat ddng hop tac, chia sé thong tin vi cac t6 chirc 16n vé an toan théng tin
trong va ngoai nudc, Cuc An todn thong tin ghi nhan xu huéng khai thic 16 héng
(CVE-2019-13720) trong trinh duyét Google Chrome. L8 héng nay anh hudng
t61 hau hét cic hé diéu hanh (Microsoft Windows, Apple macOS va Linux) sir
dung trinh duyét Chrome truéc phién ban 78.0.3904.

L3 héng CVE-2019-13720 cho phép dbi twong tin cong chén va thuc thi
mi 1énh tir xa mét cach tr déng. Do vay t6i pham mang c6 thé cai cim ma khai
thac vao cac trang web ngudi ding hay truy cép hodc lira ngudi ding truy cdp
Va0 céc trang nay, ngudi ding truy cép cac trang web nay thi may tinh/thiét bj
clia ngudi ding sé bi tAn céng, cai cim ma ddc. L3 hdng nay da dwoc Google vé
trong phién ban Chrome 78.0.3904.87.

Nhim dam bao an toan théng tin va phong tranh viée dbi tuong tin cong
loi dung diém yéu an toan théng tin dé thuc hién nhitng cudc tén céng mang
nguy hiém, Cuc Cong nghé théng tin khuyén nghi c4c don vi thuc hién:

1. Han ché truy c4p céc trang web, dudng din la dic biét 12 cdc trang web
c6 trong phu luc kém theo d4 bi cai cim ma khai théc.

2. Ra soat va kiém tra phién ban trinh duyét Chrome dang dugc cai dit va
str dung trén cac mdy tinh, may chu;




3. May tinh, mdy chd nao dang st dung trinh duyét Chrome phién béan
trude 78.0.3904.87 can cap nhét lén phién ban mdi nhét (hién tai 1a 78.0.3904.87)
tir trang chu cia Google Chrome hodc td chirc tin cdy, theo dudng din sau:
https://www.google.comv/intl/vi_vn/chrome/.

Moi théng tin chi tiét va d& nghi hd tro k¥ thuat vui long lién hé diu méi
clia Cuc Cong nghé thong tin: KS. Nguyén Viét Hung — Phé trudng Phong Ha
ting v4 An ninh mang - Trung tim D& lidu Y té; email:
hungnv.cntt@moh.gov.vn; dién thoai: 098 353 9556.

Tran trong./.

Noi nhan:

- Nhur trén; ]

- Phé Cuc trudng (dé biét);
- Luwu: VT, DLYT.
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PHY LUC
Mot s6 hwéng din cdp nhit ban va trinh duyét Chrome
(Kém theo Cong véin s6 106/ CNTT-DLYT ngay 05 thang 11 ném 2019)

1. Danh sach céc trang web bi chén ma khai thac
behindcorona.com
code.jquery.cdn.behindcorona.com
2. Huéng din cdp nhat ban va
i Mac du trinh duyét web Chrome tu dfng thdng bdo cho ngudi ding
v€ phién ban mdi nhat 6 san, ngudi dung duge khuyén nghi kich hoat thi cong
quaé trinh cdp nhét bang cach:
Viao Menw Tro gitip/ Giéi thiéu vé Google Chrome. Khi do, trinh
duyét sé tr dong tai ban cdp nhit va ngudi dung chi can bam “Chay lai”.

About Chrome

S R e o

o Google Chrome

0 Google Chrome is up to date
Version 78.0.3304.87 {Officlal Build) {(64-bit)

Get help with Chrome

Report an issue
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